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OCTOBER - CYBERSECURITY AWARENESS MONTH

The Department of Homeland Security announced October is National Cybersecurity
Awareness Month. This is a collaborative effort between the government and
industries to raise awareness about the importance of cybersecurity. This year’s
focus is on protecting critical infrastructure by “Building a Strong Cyber America”.

BUILT CYBER STRONG

The Cybersecurity and Infrastructure

Security Agency (CISA) has been
around for two decades working to
emphasize the importance of “taking
daily action to reduce risks” when using
the Internet and connected devices.

A cyberattack can cause widespread
disruption of day-to-day services at Our
Airports. IT personnel work hard to
combat the issue by establishing and
implementing security protocols;
however, we can all assist by doing our
best to stay safe online.

4 Easy Ways to Stay Safe Online:

e Use Unique Strong Passwords.
e Turn on Multi-factor Authentication.

e Recognize & Report Phishing
Immediately.

e Update Software as Recommended.

Let's work to keep the State of Hawaii
Airports safe from Cyberattacks!
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THE ALOHA SPIRIT

Sharing Aloha is a year-round thing
here in the Islands, or at least it
should be, especially for those of us
that work in and around the airports.
Every day we have the opportunity to
share our ALOHA with newcomers,
co-workers, and passersby with a
friendly smile, a wave, saying “hello”,
or answering someone’s question.

True that some days can be difficult
to muster up aloha when things are
weighing on our minds at work or
home; however, the ALOHA SPIRIT
often has a way of kicking in and
bringing a little sunshine when
genuinely given it comes back to you.
Share aloha when ever you can!

8§5-7.5 "Aloha Spirit". (a) "Aloha
Spirit" is the coordination of mind and
heart within each person. It brings
each person to the self. Each person
must think and emote good feelings
to others.
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OFFICES CLOSED*:

SATURDAY, SUNDAY
AND UPCOMING STATE
HOLIDAYS
*Closures may vary by office.

November 11, 2025 — Veterans’ Day
November 27, 2025 — Thanksgiving
December 25, 2025 — Christmas Day
January 1, 2026 — New Year’'s Day

OAHU (HNL) - PASS AND ID
OFFICE

Phone: (808) 836-6427

Email:
dot.air.hnl.badge@hawaii.gov
Security Dispatch:

(808) 836-6641

(808) 836-6642

HILO (ITO) - PASS AND ID OFFICE
Phone: (808) 961-9350

Email:
dot.air.ito.pass.and.id@hawaii.gov
Security Dispatch: (808) 961-9308

KAUAI (LIH) — PASS AND ID
OFFICE

Phone: (808) 241-3902

Email:
dot.air.lih.pass.and.id@hawaii.gov
Security Dispatch: (808) 274-3814

KONA (KOA) — PASS AND ID
OFFICE

Phone: (808) 327-9517

Email:
dot.air.koa.pass.and.id@hawaii.gov
Security Dispatch: (808) 329-1083

MAUI (OGG) - PASS AND ID
OFFICE

Phone: (808) 872-3874

Email:
dot.air.ogg.pass.and.id@hawaii.gov
Security Dispatch: (808) 872-3875
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AIRPORT ID BADGE
CHALLENGE
RESPONSIBILITY

Keeping the airport safe and
secure, especially in restricted
areas, is a team effort. All
Airport ID Badge holders are
required to properly display the
Badge on their person in the
area between their neck and
waist on the outer most
garment, so it is visible. It can
also be worn on the upper arm.

All Airport ID Badge holders are
expected to challenge
individuals who are not
displaying a valid Airport ID
Badge by requesting to see it.
Likewise, if you are asked by
another airport employee to
present your ID Badge, you are
required to do so without
hesitation.

During the badge challenge,
take notice if something seems
out of the ordinary. If the
person is not cooperative,
something is wrong with the
Airport ID Badge, or they do not
have a valid ID Badge for the
area you are in, contact
Security Dispatch immediately.

Retain the Airport ID Badge if
you have it. If the person is, or
becomes combative, do not
engage. Try to memorize the
person’s nhame and company.
Update Security Dispatch on
the situation, especially if the
person leaves.

Provide Security Dispatch with
a description (physical,
clothing, and if carrying
anything) and the direction the
person went.

4FT CLEAR ZONE

As a reminder, a 4-foot clear
zone must be maintained on
both sides of a perimeter fence
around an airport. This is to
prevent items from being used
by someone to gain access to a
restricted area.

It is important to keep the area
clear. Report infractions to

Security.

Examples
of
violations:

ltems like a
ladder next to
the fence
(left).

Large boulder
and foliage
next to the
fence line

Reports can
be made to
Security
Dispatch;
however,
tenants are
responsible
for
maintaining
the area
around their
property.

CHECK EXPIRATION DATES

Cyber Security Awareness Month is
a good time to check expiration
dates on all of your different
credentials and password systems
as the year is ending. Do a quick
check of your credentials and
passwords before you find out they
have expired. This includes the
Airport ID Badge, parking access,
and bus pass, as they seem to expire

before vou realize it.
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HILO INTERNATIONAL AIRPORT (ITO)
TRIENNIAL TRAINING EXERCISE
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The Federal Aviation Administration (FAA) requires
Hawaii State airports conduct a triennial full-scale
exercise every three (3) years. The exercise
involves airport personnel, tenants, and local
agencies working together to test and evaluate
their FAA-approved response plans to various
incidents.

Hilo International Airport (ITO) conducted their
triennial exercise on September 18, 2025. The
simulated exercise was a collision between two
commercial airline aircraft during which
participants were able to test interagency
communications, response plans, and how each
agency collaborated when working with one
another.

Photo: Hawaii Fire Department Facebook Page (September 22, 2025).

HOLIDAY SEASON: SECURITY & SAFETY

The holiday season tends to put stress on everyone,
good and bad, as the remaining months of the year
fly by. It is easy to get distracted or forgetful with
things like plans and year-end-projects on our minds.
It is important to stay aware of your surroundings
and ensure that airport credentials (e.g., Airport ID
Badge, Ramp License), along with keys and
passwords, are kept secure at all times.

Here are some tips to help make managing the
holidays easier without losing things or your head:

Set up a routine - Check for keys, phone, and
credentials before you leave the house, office, car, or
a room.

Set up a spot - Place items in the same place.
Somewhere safe and easily remembered.

Take a minute - Take a break to catch your breath
and just relax.

Forming a few simple habits to manage the hectic
season ahead could save you a little frustration later.
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RELOCATION OF THE CITY BUS
AT HNL AIRPORT

The City Bus (TheBUS) stops at the Daniel K.
Inouye International Airport (HNL) in Honolulu
are relocating on Thursday, October 16, 2025.
The stops at Terminal 1 and Terminal 2 will be
moved from the 2" level median of the
terminals to the ground level fronting the
Airport Skyline Station (Lelepaua Station).

Please use caution as drivers, aviation workers,
and travelers acclimate to the change in bus stop
location. As a reminder, ground transportation
pick-up and ride share app locations at HNL are
changing too. See the New Ground
Transportation Pick-Up Zones at HNL article on
page 4.

When asked, extend the “aloha spirit” to direct
lost bus riders to the new stop: cross the street
at ground level and head toward the rail station
to locate TheBUS and Skyline. There is no access
from the second floor.

For questions about TheBUS and Skyline
connectivity refer passengers to the City &
County of Honolulu website at
https://www.honolulu.gov/dts/skyline-thebus/
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NEW GROUND TRANSPORTATION & RIDE
APP PICK-UP ZONES AT HNL &

Be prepared when driving in and around Daniel K. Inouye
International Airport (HNL) for changes to ground transportation
logistics beginning Thursday, October 16, 2025. The airport has
implemented new location assignments for Transportation
Network Companies (TNCs)—commonly known as ride apps like
Uber and Lyft and the Ground Transportation Pre-Arranged #1.

What's Changing?

The designated pick-up zones have shifted to newer areas around
the airport (see right column), aimed at improving flow and
accessibility. However, be aware that the transition may temporarily
increase traffic congestion in these zones.

Safety First

Drivers, pedestrians, and passengers are urged to exercise caution
when navigating the streets and driveways at the airport. As many
travelers and drivers unfamiliar with the updated layout, there may
be moments of confusion as people search for their rides. This could
lead to distracted walking or driving, especially near crosswalks and
curbside areas.

Practice the Aloha Spirit &

Remember that patience and consideration go a long way. “As we
all adjust to the new system, showing kindness and understanding
to lost or confused travelers is a great way to live the Aloha Spirit.”
Tips for a Smooth Experience:

e Stay alert for pedestrians and vehicles in newly designated

zones.
e Help others who may be unfamiliar with the changes.
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GROUND TRANSPORTATION PICK-UP
Pre-Arranged #1 will be relocated to the

Makai (South) end of Terminal 1.
PRE-ARRANGED #1 PICK -UP LOCATION

Ground Transportation permittees may
use the lane adjacent to the International
Group Tour Area as an alternate overflow
site.

OVERFLOW PICE-UP; LANE ADJACENT TO
INTERNATIONAL GROUP TOUR AREA

RIDE APP (TNC) VEHICLE PICK-UP
Terminal 1 Location: Ground level at
the Mauka (North) end of Terminal 1
(currently Pre-Arranged #1).

Terminal 2 Locations: (See left image.)

o Median located across and between
Baggage Claims 19 & 20.

o Median across Baggage Claim 31.
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